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SETUP GUIDE JBOSS KEYCLOAK AS IdP

STEP 1:

e In your Keycloak admin console, select the realm that you want to use.
e From left menu, select Clients.

e Create a new client/application.

e Configure the following:

) The SP-EntityID / Issuer from the step 1 of the plugin under Identity
Client ID .
Provider tab.
Name Provide a name for this client (Eg. Wordpress)
Description Provide a description (Eg. wordpress site)
Enabled ON
Client Protocol SAML
Include AuthnStatement | ON
Sign Documents ON
Sign Assertions ON
Signature Algorithm RSA_SHA256
Canonicalization Method | EXCLUSIVE
Force Name ID Format ON
Name ID Format Email
The ACS (AssertionConsumerService) URL from the step 1 of the plugin
Root URL . .
under Identity Provider tab.
Valid Redirect URIs The ACS (As.sertion'ConsumerService) URL from the step 1 of the plugin
under Identity Provider tab.

e Under Fine Grain SAML Endpoint Configuration, configure the following:

Assertion Consumer Service POST The ACS (AssertionConsumerService) URL from the step 1 of
Binding URL the plugin under Identity Provider tab.

The Single Logout URL from the step 1 of the plugin under

Logout Service Redirect Binding URL \dentity Provider tab.

e Click on Save.
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STEP 2:

e Go to, http://<YOUR_DOMAIN>/auth/realms/{YOUR_REALM}/protocol/saml/descriptor. This will
open an XML in the browser.
e Go to Service provider Tab in miniOrange SAML Plugin and enter the following details:

Identity Provider Name | Keycloak

SAML Login URL Search for Si ngl eSi gnOnSer vi ce

Bi ndi ng="ur n: oasi s: nanes: t c: SAM.: 2. 0: bi ndi ngs: HTTP-
Redi rect" Enter the Location value in the textbox.

IdP Entity ID or Issuer Search for ent i t yl D. Enter it's value in this textbox.

X.509 Certificate* Enter the X509Cer ti fi cat e tag value in this textbox.
Response Signed Checked

Assertion Signed Checked

"http://waw.w3.0rg/2000/e9/xmldsigs"
Schema-jgstance” lame="yrn:kevcloak™
localhost:808@/auth/realms /demo”> |
SS1gneg= true
s:names:tc:SAML:2.@:protoccl™>

eIDFormat>
rn:oasis:names:tc:SAML:2.9:nameid-format:persistent
/MameIDFormat>
v <NameIDFormat>
urn:casis:names:tc:SAML:2.0:nameid-format:transient
</MameIDFormat>
v <NameIDFormat>
urn:casis:names:tc:SAML:1.1:nameid-format:unspecified
IDFormat>
DFeormat>
casisinames:tc:SAML:1.1:nameid-format:emailAddress

</Mame

tHTTP-POST"

e Binding="urn:oasi
Salhoct 8088 /auth/r

tHTTP-Redirect™

SHIETP=-PUST

SCertificate
CAX8CBgFRbBXASTANBgkghk 1G2w0OBAQS FADAPMQOWC v YDVQQDDARK ZW1VIMBAXDTE IMT IwNDA4MT CxXMFoXDT IIMT waIE
volertiricate>




