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SETUP GUIDE SHIBBOLETH AS IdP

STEP 1:
e In conf/idp.properties, uncomment and set 'idp.encryption.optional' to true. Eg.
i dp. encryption. optional = true

e In conf/metadata-providers.xml, configure Wordpress as an SP like this

<Met adat aPr ovi der i d="Wordpress"

xsi:type="Fi | eBackedHTTPMet adat aPr ovi der "

backi ngFi | e="% i dp. hone}/ met adat a/ wp- net adat a. xni "

nmet adat aURL="ht t p: / / <YOUR_WP_DOVAI N>/ wp- cont ent / pl ugi ns/ m ni or ange- samn - 20-
si ngl e-si gn-on/ net adat a. php"/ >

e In conf/saml-nameid.properties, uncomment and set default NamelD as EmailAddress like this
i dp. nanei d. sam 2. default = urn: oasis: nanes: tc: SAML: 1. 1: nanei d-f or mat : erai | Addr ess

e In conf/saml-nameid-xml, search for shibboleth.SAML2NamelDGenerators.
Uncomment the shibboleth.SAML2AttributeSourcedGenerator bean and comment all other ref
beans. Eg.

<l-- SAML 2 Nanel D Ceneration -->
<util:list id="shibbol eth. SAML2Nanel DGener at or s" >
<l-- <ref bean="shi bbol et h. SAML2Tr ansi ent Generator" /> -->
<l-- <ref bean="shi bbol et h. SAM_2Per si st ent Generator" /> -->
<bean parent ="shi bbol et h. SAML2At t ri but eSour cedCGener at or "
p: f ormat =" urn: oasi s: nanmes: tc: SAM.: 1. 1: nanei d- f or mat : emai | Addr ess”
p:attributeSourcelds="#{ {'email'} }" />
<futil:list>

e Make sure you have defined AttributeDefinition in conf/attribute-resolver.xml. Eg.

<l-- Note: AttributeDefinition id nust be same as what you provided in
attributeSourcelds in conf/sam-naneid.xm -->
<resol ver: Attri buteDefinition xsi:type="ad: Sinple" id="email" sourceAttributel D="mail">
<resol ver: Dependency ref="1dapConnector" />
<resol ver: Attri buteEncoder xsi:type="enc: SAML2Stri ng" name="enai |l "
friendl yNane="email" />
</resol ver: AttributeDefinition>

<resol ver: Dat aConnect or id="I dapConnector" xsi:type="dc: LDAPDi rectory"
| dapURL="9% i dp. aut hn. LDAP. | dapURL} "
baseDN="9% i dp. aut hn. LDAP. baseDN} "
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princi pal =" % i dp. aut hn. LDAP. bi ndDN} "
princi pal Credenti al ="9% i dp. aut hn. LDAP. bi ndDNCr edenti al }" >
<dc: Filter Tenpl at e>
<!-- Define you User Search Filter here -->

<! [ CDATA[

(&(obj ect cl ass=*) (cn=%r equest Cont ext . pri nci pal Nare) )

11>
</dc:FilterTenpl at e>
<dc: ReturnAttri butes>*</dc: ReturnAttributes>

</ resol ver: Dat aConnect or >

e Make sure you have AttributeFilterPolicy defined in conf/attribute-filter.xml. Eg.

<af p: AttributeFilterPolicy id="IdapAttributes">
<af p: Pol i cyRequi renent Rul e xsi:type="basic: ANY" />
<afp: AttributeRule attributelD="email ">
<af p: Perm t Val ueRul e xsi:type="basi c: ANY"/ >
</afp: Attribut eRul e>
</afp: AttributeFilterPolicy>

e Restart the Shibboleth Server.
STEP 2:

e Go to Service provider Tab in miniOrange SAML Plugin and enter the following details:

Identity Provider Name | Shibboleth

SAML Login URL https://<your_domain>/idp/profile/SAML2/Redirect/SSO
IdP Entity ID or Issuer https://<your_domain>/idp/shibboleth

X.509 Certificate The public key certificate of your IdP

Response Signed Checked

Assertion Signed Checked




