STEP 1:

mMiniCjrange

SETUP GUIDE WS02 AS IdP

Login to your WSO2 admin console.
Select Add under Service Provider tab.
Enter the Service Provider Name. Eg. WordPress
Click on Register.
Under Basic Information, check SaaS Application.
Under Claim Configuration, select Use Local Claim Dialect.
For Requested Claims, add http://wso2.org/claims/emailaddress claim URI.
Set Subject Claim URI to http://wso2.org/claims/nickname
Under Inbound Authentication Configuration > SAML2 Web SSO Configuration, click Configure.
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Enter Issuer as SP-EntitylD value provided in the Step 1 of the plugin under Identity Provider tab.
Eg. https://example.com/wp-content/plugins/miniorange-saml-20-single-sign-on/

Enter Assertion Consumer URL as provided in the Step 1 of the plugin under Identity Provider tab.
Eg. https://example.com/

Check Enable Response Signing

Check Enable Assertion Signing

Check the Enable Attribute Profile and Include Attributes in the Response Always.

Check the Enable Audience Restriction. Enter the Audience URL value, provided in the Step 1 of
the plugin under Identity Provider tab, in the textbox and click Add Audience. Eg.
https://example.com/wp-content/plugins/miniorange-saml-20-single-sign-on/

Check the Enable Recipient Validation. Enter the Audience URL value, provided in the Step 1 of the
plugin under Identity Provider tab, in the textbox and click Add Recipient. Eg. https://example.com/
Click on Register to save the configuration.
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e Click on Update on Service Providers to save the configuration.
e Select List under Identity Providers tab from the menu.
e Click on Resident Identity Provider link.
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e Enter Home Realm Identifier value that you want (usually your WSO2 server address). Eg.
https://wso2.example.com
e Click on Update.

STEP 2:

¢ Go to Service provider Tab in miniOrange SAML Plugin and enter the following details:

Identity Provider Name | WSO2

SAML Login URL https://<YOUR_WS02_DOMAIN>/samlsso
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IdP Entity ID or Issuer

The Home Realm Identifier value that you updated in the previous
step.

X.509 Certificate*

Provide the certificate from the Keystore that you have configured in

your WSO2.
Response Signed Checked
Assertion Signed Unchecked

* By default WSO2 is shipped with the following certificate:

----- BEG N CERTI FI CATE- - - - -

M | CNTCCAZ6gAW BAgl ES343gj ANBgkghki G3w0BAQUFADBVMXE wCQYDVQQGEWI V
Uz EL MAk GA1 UECAWCQOEx Fj AUBgNVBAC MDULvdWs0 YW ul FZpZXcx DTALBgNVBAOM
BFATTzI xEj AQBgNVBAMVCWV Y2Fsa@zdDAeFwOx VDAY MTkwiNz Ay M ZaFw0z NTAy
MIMM\z Ay M ZaMFUx Cz AJBgNVBAYTAI VTMBs wCQYDVQQ DAJ DQTEWVBQGAL UEBWWIN
TVWO1bnRhaWigVm | dz ENVAs GA1UECgWEVINPM ESMBAGATUEAWMAMI bGOj YWkob3NO
M Gf MAOGCSqGSI b3DQEBAQUAAAGNADCBI QKBgQCUp/ oV1vW8/ TKQSI AvTousMzO
MdasB2i | t r 2QKozni 5aVFu818MoOLZI r 8LMnTzW | JvvaA5SRAAdpbECh+48F| bBe
OhseUdNsHpwnH DWBZccGrk531 60Or g7hLCv1ZHt uOCokghz/ ATr hy Pg+Qkt M Xn
RS4Hr KGJI TzxaCc U7 0Q DAQABoX | WEDAOBgNVH@BBAf 8 EBAMCBPAWDQYJKoZI hveN
AQEFBQADg YEAWGWPR7cr 1LAdg+I r R44i Q RGBI TCZXY9h! OPygLP2r HANh+PYf Tm
xbuOnykNGy hM6Fj FLbW2uZHQTY1j M Ppr j Or myK5sj JROAd1DeGHT/ Ynl j s9JogR
Kv4XHEOMt | VdAbI dWHEL VZJy MBSkt cyysFcvuhPQK8Qc/ E/ Wj8uHSCo=

----- END CERTI FI CATE- - - - -

If you have changed the Keystore for your server then you can use these links to get the X.509 Signing

certificate:

http://soasecurity.org/2013/12/24/how-to-saml-generating-saml-metadata-for-saml2-sso-idp/

http://soasecurity.org/2013/11/30/how-to-certificate-retrieve-x509-certificate-as-data/
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